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Your Data
Personal data is VALUEABLE!!

‘I don’t have anything anyone would be interested in....”

Your Information

 Assume identities
e Purchase goods
* Hide activity

Personally Identifiable Information (PII)
Name
Your Computer Addiads

* Launch cyber attacks  ssN#

« Send spam Email address

. _ Social Networking Accounts/Passwords
Spread malicious code g, i Information

Medical Information
Financial Information




Your Data

* Tracking Apps
 MyFitnessPal
« MapMyRun
« Games
 Wearable Devices
 Fitbit
* Apple Watch
« Social Media




Your Data

Changes in How We View Data Privacy
2001:

 Don't talk to strangers on the l' PEORLEINTHES
internet. ivi. B
2017: ‘ Y '
- Share everything with .‘. Dm@ﬁ%ﬁ NWIRETAE ;n
strangers on the internet. BEPEOPLE TODAY: 2000
« Meet them in real life. ~
* Get in their car and let them |. [ 2 A
drive you around. L
HEYWIRET?

« Marry them even. 0 Ve




Your Data

The Problem with Data

arily v | FirstName »| LastNames ~ E-mail Address ~  Busipess Phone ~ Job Title v
° D t - P - pany H Elizabeth Andersen (123)555-0100 Purchasing Repres:
a a IS e rvas Ive Jmpany R Catherine Autier Miconi {123)555-0100 Purchasing Repres:
<ompany C Thomas Axen Purchasing Repres
Company Q. Jean Philippe |Bagel Dwner
- Company A Anna Bedecs Owner
[ D ata IS P o rta b I e Company L Iohn Edwards Purchasing Manage
Company § Alexander Eggerer Accounting Assista
Company W Michae! Entin Purchasing Manage
Company P Daniel Goldschmidt (123}555-0100 Purchasing Repres:
- Company B Antonio Grataco (1 00 Owiner
[ D ata IS D u ra b I e Company N Carlos Grilo Purchasing Repras:
Company X Ionas Hasselberg Owner
Company K Peter Krschne Purchasing Manage
Company O Helena Kupkova Purchasing Managt
° Data is C o m p I ex Company D Christina Lee Purchasing Manage
Company CC S00 Jung Lee purchasing Manags
Company T George Li Purchasing Manage
Company Z Run Liu Accounting Assista
» Company M Andre Ludick (123)555-01( Purchasing Repres
® Data IS I a r e I u n m a n a ed Company | sven Mortensen {123)555-0100 Purchasing Manag
g y g Company E Martin O'Donnell (123)555-0100 Owiner
company F Francisco araz-Ol s Purchasing Manage
Company BB Amritansh Raghav 23 Purchasing Manage
= Company V Ludiana Ramos {123)555-0100 Purchasing Assista
L4 D ata IS VA L U A B L E CompanyY John Rodman (123)555-0100 Purchasing Managt
Company U Bernard Tham { £ Accounting Manag)
Company AA Karen Toh Purchasing Manag/
Company | Roland Wacker Purchasing Mana
Company G Ming-Yang Xie {123)555-0100 Owner




Your Data

How durable/pervasive is data?

"When we got it, it was two hunks of metal stuck
together. We couldn't even tell it was a hard
drive. It was burned and the edges were
melted.....”

Jon Edwards has extracted the
contents of a hard drive that was on-
board the doomed Space Shuttle
Columbia in 2003, meaning that it
survived the disintegration of the shuttle
while it was 39 miles above the surface
of the earth and traveling 12,000 miles
an hour.”




Your Data

 Facebook

« 3 Data Centers Worldwide
* Microsoft

« 2 Data Centers Worldwide
100,000 Servers

« Amazon

« 7 Data Centers Worldwide
450,000 Servers

« Google

13 Data Centers

900,000 Servers




Your Data
Your data is largely unmanaged

phpiiyAdmin 3
£3 Server: localhost » € Database: mysql

* Your data exists on servers BT o gsa s soms gom g plop anipe Koo gt 5

Database
mysql (23) P Table Action Records®  Type Collation Size Overhead
columns_priv R x® X 23 MylSAM  utfs_bin 30.3 ¥iB -
you cannot control = e e B s S
@ columns_sev event [} ¥ W X 0 MylSAM utf_general_ci 2.0 18
B et func o * ® X 0 MylSAM utf8_bin 1.0 KiE
S tn general_log [+ ¥ E X o CSV.  utfs_general ci unknewn
heb_caiegery help_category B - S S 37 MyISAM  utfs_general_ci 24.0 wis
= L'::L’.’Z'J."’ help_keyword B @ x®X 425 MyISAM  utf_general_ci 37.6 ¥iB
H - ::_m help_relation B R e X 904 MyISAM  utf8_general_ci 2308 K38
 When your data is deleted, it :=~- S — ST
y ) ::’:: host (i} ¥ FX o MyISAM utf8_bin 2.0 ¥i8
e ndb_binlog_index (] ¥ R X O MyISAM latini_swedish.ci 1.0 Xib
i t t II d sow by plugin (1] * ® X 0 MylSAM utf8_bin 1.0 i
tables_priv .
IS NOt actually remove e = W1 B I S it i e
s procs._priv 0w R R X o MyISAM  uf_bin ok
s s servers [+ ¥R X o MyISAM  uf8_general_ci 1.0 T8
B teme_zone_transton_type =
B user slow_log (] ¥ ow X 0 €SV ufe_general_ci unknovn
tables_priv R E X <« MyISAM  ufe_bin 1.3 ks
time_zone [ ¥ ®F X o MyISAM  utf_general_ci 1.0 X8
- time_zone_leap_second e ¥ OB X 0 MylSAM  utfB_general_ci 1.0 Ki8
* Your data resides on servers e e 1 9 5t e el
time_zone_transition = W X O MyISAM  utfd_general_ci 1.0 RiB
time_zone_transition_type B R el I X o MyISAM  utf8_general_ci 1.0 KiB
h I I H user g B ¥ WX € MyISAM  utf8_bin z.4 w1z
that are largely insecure e —
4 Check All/ Uncheck All With selected. ~

5 Prnt view $B Data Dictionary

) Create new table on database mysql

Name Number of fields

 The #1 source of data theft is
via insecure websites!!!!

EQUIFAX®




Your Data

Nothing is free.

Information is an asset. G LiFE Ofriendster Siashdot!
ﬂaaw myspace.com. l‘.’.‘:’ﬂOrkUt -.ddm'“
It is very easy to figure out your e ¥y 2y O 2
- n ‘ 4 n
personal information based on B Cmonen G’ wswe You-
what you reveal. iy

You leave a "digital wake" with ﬂ'd‘r - O m v’"'*‘é | ryzg
everything you post online; it may sl e

W Chinay.com
never go away. m ?ﬁ@ nay €0 A
. AWhy  [O0RS COM %#‘ SQEHN ]]' R I:E ] ﬁ#\'ﬁ@

Computers, smartphones, video 8 Ao M -.
game console etc. are NOT <ntribe XMCpem  FoceRen IEE% Blo .
televisions. T U 8 Blogger

& D s
A waseo!  SchoolBANK dodscbolu i1




Your Data

How To Be A Target

e Too much data offered to websites
voluntarily

« Unpatched operating system or software

« Going to questionable websites or clicking
links in unsolicited email

* Not running UPDATED security software
» Disposing of old storage drives improperly

* Not using a router or hardware firewall with
a broadband (Cable/DSL) connection

* Using P2P to obtain “pirated” software,
movies or songs

* Unsecured Wireless Access Points
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Exploits the human trait of trust and
willingness to help.

Lack of awareness makes this a
efficient avenue.

A “Con-Game” x1000

Physical interaction is just as likely
as email, phone calls, etc.

Situational

 Takes advantage of uncertainty
Appeal based

 Appeal to Fear

« Appeal to Vanity

 Appeal to Greed

« Appeal to Morality




Social Engineering

In most cases, the
easiest and most
effective way to steal
your data is simply
making a phone call and
“asking” for it.

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and used to exploit people.

» Successful social engineering results in partial or complete circumvention of an enterprise’s
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect.

» Social engineering principally involves the manipulation of people rather than technology to

breach security. Q - I~
N
e

4 Internet
Back Office Firewall 2002 GartnerG?




Identity Theft
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* In public places, for example,
criminals may engage in
"shoulder surfing”

« Gaining information through
Dumpster Diving is very
lucrative

 The easiest way is via online

exploits (phishing, spyware, ‘I"ﬁlg @Wmalt‘ii@lm :

etc.)




 Use a shredder to destroy PIi
documents

« Avoid giving information to people
you don’t know

* Avoid clicking unsolicited links that
have been sent to you

« Use a layered security solution
(AntiVirus, Firewall, IPS)

 Know what you are clicking on

 When checking out at stores, cover
credit card numbers and CV codes




Identity Theft
What Happened?

« July 2017 over 143 million individuals
personal information was exposed:

« Names
« Social Security numbers
« Birth Dates

« Some Driver’s License Numbers Credit
Card Numbers

- ‘“certain dispute documents with personal

identifying information for approximately
182,000 U.S. consumers.”

« Still under investigation
« Largest Data Breach in U.S. History

Source: Krebs on Security
https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/




Identity Theft
What You Can Do About It

» Check their site to see if you are affected (it is
safe to assume that YOU are!)

« https://lwww.equifaxsecurity2017.com/
 Check your credit reports from Equifax,
Experian, and TransUnion
« https://annualcreditreport.com
* Put a freeze on your credit account with:
«  Equifax — 1-800-349-9960
« Experian — 1-888-397-3742
* TransUnion — 1-888-909-8872
* File your 2017 taxes as early as possible
« Monitor your existing credit card and bank
accounts closely

 Consider implementing Fraud Alerts with your banks
and credit card providers

Source: Federal Trade Commission
https://www.consumer.ftc.qgov/blog/2017/09/equifax-data-breach-what-do
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Social Media

A few things to keep in mind:

Social networking sites like Facebook DO NOT have
any obligation to protect your privacy

The images you post may have location information
attached

Many employers, colleges, schools, organizations,
etc., run online background checks to view your
online presence

Deleting your account does NOT mean your account
is deleted




Social Media

Easily Determined Security Questions

Security Questions And Answers

Please scolect three different questions and enter an answer for each.

Sacurky Guestion: | What is the first name of the best man at your wedding? 18

Securty Answer:

Security Question: | What city is your vacation home? 2]

Securty Arswor:

Security Question: [ Where did you meet your spouse for the first time? =

Security Answer:

Current Password

For Security reasons, piease provide your current password to confirm your identity.

Current Pasasword. [ ]




Social Media

»Info and Photos you put on the
internet will be probably be out there

forever. Is this data useful to a
crook?

We've placed this photo in South
Beach, San Francisco

(2] Anyone will be able to see this on
the map (edit)

m Or, remove it from the map

Psst Does South Beach, San
Francisco sound right? See ot




Social Media

[E sharing on Facebook

Normally having a device keep track and

~vee  F@POIrt on your movements would be
seen as an invasion of privacy. So would
be inviting strangers to ask you about
“anything.”

Everyone
Friends of friends

Friends only

Recommended

The Internet and the pursuit of fame has
changed this thinking.

Afteralor :

SIMOTeS SC ik & 3 yod idea:
Google  § i

http://tWey St

==

= R
(AN

eud




Social Media

ann

| mage Name Ireage datejtime

p-20090620-1511-5343... 2000:06:20 15:11:156 39.851

p-20090620-1717-5351... 2009:06:20 17:17:23 40.280
p-20090620-1751-5353... 2009:06:20 17:51:15 40.280

p-20090620-1716-5349... 2009:06:20 17:16:28 40.280..

p-20090620-1945-0002... 2009.06:20 04.45:27 40.280..

Latitude  Losgitude
p-20090620-1110-5341 . 2009:06:20 11.10:15 3B.651 -

p-20090620-1354-0001... 2009.06:19 22.54.01 39.430... -123.805..

-123.741..
-123.864...
-123.864

-123.864...
-123.864..

ap | Salellite ¥

Map dai 22008 Tel Afles - Tuons of U

Another consideration is GEOTAGGING.
This feature is fast becoming enabled by
default on cameras, cellphones and

smartphones.

1523steps

The Eiffel Tower

150m




Social Media

Hey Criminals!!!!
We’re Not
4 Homelll




Email Scams
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Email Scams

Alert! Your Online Account Has Been Limited |
ChaseOnline to you - May 20 More Details

CHASE €

Dear Customer,
Your Online Account Has Been Limited.

Verify Your Online Account Today, Please click the "Log In" link below to
verify your Chase Bank Online Account. Please click to visit our website
below and enter the correct information.

Login
JPMorgan Chase & Co..

© Copyright 2012 JPMorgan Chase & Co. Financial Group. All
rights reserved.




Email Scams

Account Notification! '~
Bank Of America to you-Nov4 2011  More Details

BankofAmerica %%

Dear Valued Member,

We were unable to process your most recent payment. Did you recently
change your bank, phone number or credit card?

To ensure that your service is not interrupted, please update your billing
information today by clicking Update Your Account Information. . We're
available 24 hours a day, 7 days a week.

Sincerely,

BankOfAmerica Security Department.




Email Scams

Wrong delivery address |~

- O Vall - AN 1 nre Dets

() Label_Parcel_USPS_13-114zip

Notification,

Courier servic ake the delivery of your parcel.

Status deny/I\Gu wispecified size and the weight of parcel.
LOCATION:Huntsville

STATUS OF YOUR ITEM: sorting

SERVICE: Expedited Shipping

NUMBER OF YOUR ITEM:U571864131NU
FEATURES: No

The label of your parcel is enclosed to the letter.
Print a label and show it at your post office.

Attention!
If the parcel isna€™'t received within 30 working days our company will h
each day of keeping over limited time.

You can find the information about the procedure and conditions of parce

Thank you for using our services.
USPS Global Services.




Email Scams

IMPORTANT ACCOUNT INFORMATION FROM VERIZON WIRELESS.

Your current bill for your account is now
available online in My Verizon

Total Balance Due: $1599.48

O Y oii/ch Riinbok dkyqlfz/inde

account | http://shutuppoker.com/ndkygifz/index. flectedl he z

ount {html i My Verizon is also available 24/7
Click to follow fink to assist you with:

o Viewing your usage
o Updating your plan
» Adding Account Members

> View and Pay Your Bill

wantio simplity payments o Pgiig your bl
' o Finding accessones for your devices
> Enroll in Auto Pay » And much, much more

Thank you for choosing Verizon Wireless.

AMERICA'S LARGEST AND MOST RELIABLE HIGH SPEED WIRELESS NETWORK.




Using Secure Web-
Sites
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Using Secure Web-Sites

How do you know if the
Web-Site you are using is
Safe?




w3 Using Secure Web-Sites

‘; ¢ Favorites = 3
| | ©! Yahoo!

Wednesday, July 4, 2012 ]

YAHOO! SITES ~ %¢ TRENDING NOW

Autos 01 Melanie Griff
Dating 02 Cat lady suic

03 Bristol Palin
04 Alan Poinde>
05 Health care f

[ Finance ow i)

[ee| Flickr
n Games 3
o Go to Video

Q Horoscopes . .
Chill drinks faster than the freezer

m Jobs : y
A trick that uses salt water will get beverages |« How to load a dishwasher
Mail frosty in just eight minutes. « Wacky kitchen gadgets
No bottle opener? No problem ** « Update kitchen for less

Messenger &

Tl — I




@7 Using Secure Web-Sites

S 5 —

: G https://www.chase.com/

o Favorites 53 '

’!:ﬁ CHASE Home: Personal Banking | Personal Lendi... ‘ | M~ v [ pm v Pagev Safetyv Toolsv @~

_ _

‘:lhttps:/'/'chaseonline.chase.com/'Logon.aspx v Q 44

= A X A

Bank B
Returning Users: Log On . o R B - < 2 » )
ch » Smiges Bimak
User ID: Cr r oG

I » Savings and CDs

m

z ! » Cemmercial Banking Tell me about...
Posswod » Debit Cards Revenues over S20MM  eeesesceecececcccscecesecseeeen. ERCCECEECEREE
» Gift Cards » Chase Debit Card Coverage™ for your
[C] remember my User ID » Student Center » Business Credit Cards checking account
Forgot User ID/Password? » Online & Mcbile Banking )
» Merchant Services News & Announcements
o8 On g, | eRESEdeShmacddaebRasdeaRR s sy e aebya
- Jioouliingeg . .. Retirement&INVesting , MAKING CHECKING EASIER
» Aute Loans » Annuities & Insurance TO UNDERSTAND
» Home Equity Loans » Investing We're making fees and other terms easier |
. » Mortgage » Retirement Planning to understand.
S[F’Fﬂﬁﬂfl&' AMH”E‘SMIU’MY » Refinance » ChaseMilitary.com
We've hired over » Student Loans Chase Private Client Committed to going the extra mile for our

""""""""""""""" servicemembers and their families.

A Wo Tima Wa tatSH ‘i




Using Secure Web-Sites

f riio/Rronceyshoocom <[4 x|

@ hos JrssconinechasecomLogonsspr ~ [ 4] x|

S = Secure

2




Using Secure Web-Sites

(@i Ynceponcom |- ] ]

[ o e ol AE1

S = Secure Lock = Secure

2




2017 Threats
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2017 Threats

Emerging Trends & Changes

Increased Credit and Debit Card Theft via Insecure
Websites

Increased Phone/Email Scams (IRS, Health
Insurance, Hurricane Relief, Equifax Breach
Protection)

Increased Craigslist Fraud

Attempts to remote control your computer
pretending to be Microsoft

Uptick in attacks via Accommodation and Financial
Services websites

Increased Large Scale Breaches (Health Insurers,
Colleges, Equifax)

I S S




2017 Threats
Emerging Trends & Changes

Incident patterns by industry
minimum 25 incidents (only

Crimeware Cyber- Denial of Everything  Stolen Misc. Card Point Privilege Web

espionage Service  Else Assets ~ Erors  Skimmers ofSale  Misuse Apps confirmed data breaches)
1% <1% 1% <1%  95% 1% 1% Accommodation (72), n=282
7% 17% 17% 27% 3% 30% Educational (61), n=29
3% 47% 50% Entertainment (71), n=38
1% <1% <1% 2% <1% 2% 9% 4%  82% Finance (52), n=795
3% 3% 11% 19% 22% 7%  32% 3% Healthcare (62), n=115
1% 3% 4% 25% 1% 1%  57% Information (51), n=194
3% 47% 3% 3% 24% 21% Manufacturing (31-33), n=37
4% 19% 25% 4% 15% 21% 13% Professional (54), n=53
12%  16% 4% 9% 37% 13% 9% Public (92), n=193
1% 1% 4% 1% 3%  64% 2% 26% Retail (44-45), n=182

Source: 2016 Verizon Threat Report
http.//www.verizonenterprise.com/resources/reports/ro DBIR 2016 Report en xqg.pdf




2017 Threats

Protect Yourself

 Routine review of credit card and bank statements

« Annual review of credit report (https://
www.annualcreditreport.com/)

« Monthly review of privacy settings on social media

(PIl) or financial information over the phone

* Implement 2-Factor Authentication where possible.

« Keep your systems updated (OS, Antivirus, Firewalls)

« Backup your data and store a copy with a trusted relative or
safe deposit box

 Dispose of computers and devices properly

« Use only secured wireless connections (preferably WPA2)




What MACE Is Doing to Help

Deputies are continuously receiving updated training and have a true
passion for what they do.

Providing continuous education to all citizens and organizations in
Macomb County free of charge. Over 70 presentations were given in 2013.

Actively pursuing and prosecuting Cyberbullying and other Cybercrime
cases. Arrested over 45 subjects and served over 160 search warrants in
2013.

Have a close working relationship with the FBI and Macomb County
Prosecutors Office.

 ICAC

t Crimes Agaiast Children

Task Force




Report an incident:

Macomb County Sheriff’s Office

Macomb Area Computer Enforcement (MACE)
(586)416-1225

Additional questions/follow-up regarding

this presentation:

Reserve Deputy Keith Thome
kthome@mcsdmace.com

Web site:

http://www.macombsheriff.com
Under the ‘Law Enforcement - Special Units’ tab.

Presentation Link:




