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Your	  Data	  



Your Data 

“I don’t have anything anyone would be interested in….” 

Your Information 
•  Assume identities 
•  Purchase goods 
•  Hide activity 
 
Your Computer 
•  Launch cyber attacks 
•  Send spam 
•  Spread malicious code 
 
 

Personally Identifiable Information (PII) 
Name 
Address 
SSN# 
Email address 
Social Networking Accounts/Passwords 
Family Information 
Medical Information 
Financial Information 
 

Personal data is VALUEABLE!! 



We Are Data Generators 

Your Data 

•  Tracking Apps 
•  MyFitnessPal 
•  MapMyRun 
•  Games 

•  Wearable Devices 
•  Fitbit 
•  Apple Watch 

•  Social Media 



Your Data 

2001: 
•  Don't talk to strangers on the 

internet. 
2017:  

•  Share everything with 
strangers on the internet.  

•  Meet them in real life. 
•  Get in their car and let them 

drive you around.  
•  Marry them even.  

Changes in How We View Data Privacy 



The Problem with Data 
•  Data is Pervasive 

•  Data is Portable 

•  Data is Durable 

•  Data is Complex 

•  Data is largely unmanaged 

•  Data is VALUABLE 

Your Data 



How durable/pervasive is data? 

“Jon Edwards has extracted the 
contents of a hard drive that was on-
board the doomed Space Shuttle 
Columbia in 2003, meaning that it 
survived the disintegration of the shuttle 
while it was 39 miles above the surface 
of the earth and traveling 12,000 miles 
an hour.” 

"When we got it, it was two hunks of metal stuck 
together. We couldn't even tell it was a hard 
drive. It was burned and the edges were 
melted…..“  

Your Data 



Multiple Copies / Multiple Locations 

Your Data 

•  Facebook 
•  3 Data Centers Worldwide 

•  Microsoft 
•  2 Data Centers Worldwide 
•  100,000 Servers 

•  Amazon 
•  7 Data Centers Worldwide 
•  450,000 Servers 

•  Google 
•  13 Data Centers 
•  900,000 Servers 



Your data is largely unmanaged  

•  Your data exists on servers 
you cannot control 

•  When your data is deleted, it 
is not actually removed 

•  Your data resides on servers 
that are largely insecure 

•  The #1 source of data theft is 
via insecure websites!!!! 

Your Data 



Your Data 

•  Nothing is free.	  
•  Information is an asset.	  
•  It is very easy to figure out your 

personal information based on 
what you reveal.	  

•  You leave a "digital wake" with 
everything you post online; it may 
never go away. 

•  Computers, smartphones, video 
game console etc. are NOT 
televisions. 



Your Data 

•  Too much data offered to websites 
voluntarily 

•  Unpatched operating system or software 
•  Going to questionable websites or clicking 

links in unsolicited email 
•  Not running UPDATED security software 
•  Disposing of old storage drives improperly 
•  Not using a router or hardware firewall with 

a broadband (Cable/DSL) connection 
•  Using P2P to obtain “pirated” software, 

movies or songs 
•  Unsecured Wireless Access Points 

How To Be A Target 



Social	  Engineering	  



•  Exploits the human trait of trust and 
willingness to help. 

•  Lack of awareness makes this a 
efficient avenue. 

•  A “Con-Game” x1000 
•  Physical interaction is just as likely 

as email, phone calls, etc. 
•  Situational 

•  Takes advantage of uncertainty 
•  Appeal based 

•  Appeal to Fear 
•  Appeal to Vanity 
•  Appeal to Greed 
•  Appeal to Morality 

Social Engineering 



Social Engineering 

In most cases, the 
easiest and most 
effective way to steal 
your data is simply 
making a phone call and 
“asking” for it. 



Iden3ty	  The7	  



Identity Theft 

•  In public places, for example, 
criminals may engage in 
"shoulder surfing” 

•  Gaining information through 
Dumpster Diving is very 
lucrative 

•  The easiest way is via online 
exploits (phishing, spyware, 
etc.) 



•  Use a shredder to destroy PII 
documents  	  

•  Avoid giving information to people 
you don’t know  

•  Avoid clicking unsolicited links that 
have been sent to you 

•  Use a layered security solution 
(AntiVirus, Firewall, IPS) 

•  Know what you are clicking on 

•  When checking out at stores, cover 
credit card numbers and CV codes 

Identity Theft 



•  July 2017 over 143 million individuals 
personal information was exposed: 

•  Names 
•  Social Security numbers 
•  Birth Dates 
•  Some Driver’s License Numbers Credit 

Card Numbers  
•  “certain dispute documents with personal 

identifying information for approximately 
182,000 U.S. consumers.” 

•  Still under investigation 
•  Largest Data Breach in U.S. History 

Identity Theft 
What Happened? 

Source: Krebs on Security 
https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/ 

 



•  Check their site to see if you are affected (it is 
safe to assume that YOU are!) 

•  https://www.equifaxsecurity2017.com/ 

•  Check your credit reports from Equifax, 
Experian, and TransUnion 

•  https://annualcreditreport.com 

•  Put a freeze on your credit account with: 
•  Equifax — 1-800-349-9960 
•  Experian — 1‑888‑397‑3742 
•  TransUnion — 1-888-909-8872 

•  File your 2017 taxes as early as possible 
•  Monitor your existing credit card and bank 

accounts closely 
•  Consider implementing Fraud Alerts with your banks 

and credit card providers 

Identity Theft 
What You Can Do About It 

Source: Federal Trade Commission 
https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do 

 
 



Social	  Media	  



Social Media 
A few things to keep in mind:  
 
•  Social networking sites like Facebook DO NOT have 

any obligation to protect your privacy 

•  The images you post may have location information 
attached 

•  Many employers, colleges, schools, organizations, 
etc., run online background checks to view your 
online presence 

•  Deleting your account does NOT mean your account 
is deleted 

 



Social Media 
Easily Determined Security Questions 



Ø Info and Photos you put on the 
internet will be probably be out there 
forever.  Is this data useful to a 
crook? 
 

Social Media 



Social Media 
Normally having a device keep track and 
report on your movements would be 
seen as an invasion of privacy. So would 
be inviting strangers to ask you about 
“anything.”  
 
The Internet and the pursuit of fame has 
changed this thinking. 



Another consideration is GEOTAGGING. 
This feature is fast becoming enabled by 
default on cameras, cellphones and 
smartphones. 

Social Media 



Social Media 



Email	  Scams	  



Email Scams 



Email Scams 



Email Scams 



Email Scams 



Using	  Secure	  Web-‐
Sites	  



Using Secure Web-Sites 

How do you know if the 
Web-Site you are using is 

Safe? 



Using Secure Web-Sites 

NOT SECURE 



Using Secure Web-Sites 

THIS IS SECURE 



Using Secure Web-Sites 

S = Secure 



Using Secure Web-Sites 

S = Secure Lock = Secure 



2017	  Threats	  



2017 Threats 

•  Increased Credit and Debit Card Theft via Insecure 
Websites 

•  Increased Phone/Email Scams (IRS, Health 
Insurance, Hurricane Relief, Equifax Breach 
Protection) 

•  Increased Craigslist Fraud 

•  Attempts to remote control your computer 
pretending to be Microsoft 

•  Uptick in attacks via Accommodation and Financial 
Services websites 

•  Increased Large Scale Breaches (Health Insurers, 
Colleges, Equifax) 

Emerging Trends & Changes 



2017 Threats 
Emerging Trends & Changes 

Source: 2016 Verizon Threat Report 
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf 

 



2017 Threats 
Protect Yourself 
 

•  Routine review of credit card and bank statements 

•  Annual review of credit report (https://
www.annualcreditreport.com/) 

•  Monthly review of privacy settings on social media 

•  Never reveal credit card or Personally Identifiable Information 
(PII) or financial information over the phone 

•  Implement 2-Factor Authentication where possible. 

•  Keep your systems updated (OS, Antivirus, Firewalls) 

•  Backup your data and store a copy with a trusted relative or 
safe deposit box 

•  Dispose of computers and devices properly 

•  Use only secured wireless connections (preferably WPA2) 



What MACE Is Doing to Help 

Deputies are continuously receiving updated training and have a true 
passion for what they do. 
 
Providing continuous education to all citizens and organizations in 
Macomb County free of charge. Over 70 presentations were given in 2013. 
 
Actively pursuing and prosecuting Cyberbullying and  other Cybercrime 
cases. Arrested over 45 subjects and served over 160 search warrants in 
2013. 
 
Have a close working relationship with the FBI and Macomb County 
Prosecutors Office. 



Contact Information/Questions 
Report an incident: 
Macomb County Sheriff’s Office 
Macomb Area Computer Enforcement (MACE) 
(586)416-1225 
 

Additional questions/follow-up regarding 
this presentation: 
Reserve Deputy Keith Thome 
kthome@mcsdmace.com 
 

Web site: 
http://www.macombsheriff.com 
Under the ‘Law Enforcement - Special Units’ tab. 
 

Presentation Link: 
 


